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Abstract

In this era migration, the value of a (valid) document can not be underestimated. Travel documents are tied to identity. Also identity
documents (ID-cards) can in many settings be used to facilitate travel. Thus identity, nationality, travel, identity theft, human trafficing and
smuggling all are tied together. The crux of the matter: A travel document makes authentication possible. Without authentication,
authorization is impossible (or carry no value).
The lecure consists of three parts.
First we present the concept of a travel document. In essence we answer the question: "Why does a passport enable you to travel?"
Second we give an introduction to ICAO, and ICAO 9303. This answers the question: "Why does page 2 on all passports look more or less the
same, while ID-cards are wildly different?" We will also cover some EU regulations.
Finally we shed light on the technical framework for comunicating with the NFC-powered chip inside, including the global PKI put in place to
facilitate it's applicability. We will, among other things, demonstrate how to communicate with the chip and extract information. The
necessary cryptography will be explained.
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