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Dal 2016 Professore Associato di Organizzazione
aziendale Universita di Pisa, Dipartimento di Economia e
Management

Dal 2007, Affiliate Professor presso la Colorado State
University

Docente di organizzazione aziendale a Master di primo
e secondo livello (Universita di Camerino, Universita di
Macerata ...)

Dal 2002 al 2015, Docente di organizzazione
aziendale presso altre Universita (Universita di Macerata,
Universita di Sassari,......)

Visiting Professor/Researcher in alcune Universita
Statunitensi (Stanford, Albany,..)
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La sfida ambientale:
attacchi alla Cyber-sicurezza
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Impatto del Cybercrime

THE SHOCKING SCALE OF
CYBERCRIME

THE SCALE OF CONSUMER CYBERCRIME

$388 ‘ 556 MILLION VICTIMSPERYEAR.

BILLION

MORE THAN THE ENTIRE POPULATION OF THE EUROPEAN UNION x*

THETOTAL BILL FOR CYBERCRIME FOOTED BY ONLINE

ADULTS IN 24 COUNTRIES TOPPED USD $388BN OVER
THE PAST YEAR® +
—————————————— ]

THE DIRECT CASH COSTS OF VICTIMS PER DAY
CYBERCRIME - MONEY

STOLEN BY
VICTIMS VALUED
THE TIME THEY RESOLVING CYBERATTACKS
LOSTTO CYBER- TOTALLED $114BN
CRIME AT OVER

JNRIDYIFAD 10 TTVIS INIIDOHS FHL “AUVINWNS =3

18 vicTiMs PER SECOND

Source: Norton cybercrime report
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ORGANITAZIONAL SCIENCE

Organizational
( Theory
ORGANIZATIONAL
SCIENCE
K Organizational
Behavior
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Il paradigma (pre) esistente

Modello di J. Galbraith

Rapporto tra incertezza ambientale / fabbisogno di elaborazione
informazioni / struttura - modello — paradigma organizzativo

Pro. FedericorniSEa

Ince_rtezza Informazioni da Modello
ambientale Elaborare
Bassa Poche Meccanico
Alta Numerose Organico
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Paradigmi organizzativi

+ Paradigma meccanicistico

Paradigma organicistico
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Le fondamenta teoriche - Open System Theory
Riferimento e Ispiratore:

Ludwig von Bertalanffy (General Systems Theory: Foundations,
Development, Applications, 1968)

Ulteriori contributi:
J. G. Miller (Living Systems, New York: McGraw-Hill, 1978)

Sistema Azienda

Sistema Organizzativo

Sistema Informativo

Sistema Informatico
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Sistemi chiusi

Sistema chiuso: assenza di scambi vitali (in entrata e uscita) con
I'ambiente. Esempio: alcune macchine
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Organizzazione come sistema aperto

‘ .\ AC?‘UA /

Sistema aperto: vi & un continuo e vitale scambio con I'ambiente
esterno. Esempio: sistema biologico

Cyber security: sfide e risposte organizzative S o 1o oo 020 =) ||

OPEN innovation

pES
What's your
107 o3
- Starbucks idea?
@) Revolutionary n‘rwf.\!n?:wlr\ - we want to T
2 @\mying

%
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Tutte le vostre ideo originali per migliorare i

Tell us who you are*

First name ropo ogo
itri sondagoi, oei
JE——
Lt e
//, z /
4 £,

X1l 4

R

Primo login al Sito Rispondi a Quiz e Carica la tua foto profilo
Sondaggi
10t Complete il
" o
Chicc i G, Chochi G camio Chicth & e
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Organization Theory & Design | 12¢

Organizzazione
aziendale

Sesta edtione

B MRk PIL R 5

Organization The

Richard L. Daft

( u«“(ﬁ@
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p//f icazione monodimensionale)

AMBIENTE >
bile, Semplice, nstabile,Compl
Certo Incerto

Modelii, Caratteristiche, \lariabili, Sottosistemi Organizzativi

SISTEMA Poche informazioni da Molte informazioni
INFORMATIV])/ elaborare da elaborare
DECISIONAL
MODELLO/ Meccanico Organico
SISTEMA/ Sistema chiuso Sistema aperto
Struttura Funzionale Orizzontale
Comunicazione Orizzontale e
Verticale ( 7Top-down) bottom up

Difensiva Esploratrice

STRATEGIA : o
Lbadership di costo Differenziazione

Non-
fottinaria

TECNOLOGIA
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organizzative

Certo A AMBIENTE > Incerto
Sistema Poche \ Molte
informativo)dec informazioni da informazioni da
elaborare \ / elaborare

MODELLO/ - -

SISTEMA Meccanico/Chiuso Organico/aperto

APPROCCI (Assolutamente)

DECISIONAE razionale ¢ ® Intuitivo

Esplicita Implicita
CONOSCENZA  poco condivisa Condivisa
Apprendime Adattivo \ Generativ
Single loop Double lo

Relazioni Inter- Competitive

dividualismo
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Burocratica

€ values radicati
perduranti
Di Clan, Proattiva

Difensivo-Aggressiva

Esempi di valori:
Efficienza -
Produttivita

VISION Assente

Responsabilita sistemica

Costruttiva

Esempi di valori:
Apprendimento —
Innovazione

Vivida

Top-down

Stile di l

Condivisa
Bottom-up

. Autoritario
eadership Transazionale
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Partecipativo
Carismatico
Trasformazionale




Castel Model
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Castel Model

Government Information Quarterly 33 (2016) 250257

Government
Information

Contents lists available at ScienceDirect

Government Information Quarterly

journal homepage: www.elsevier.com/locate/govinf

Beyond the Castle Model of cyber-risk and cyber-security @Cm%,k

Christian Leuprecht **, David B. SKIllicorTi >, Victoria E. Tait ©

* Department of Political Science, Royal Military College of Canada, P.0. Box 17,000, Station Forces, Kingston, Ontario K7K 784, Canada
> School of Computing, Queen’s University, Kingston, Ontario K7L 3N6, Canada
< Department of Political Science, Carleton University, B640 Loeb Building, 1125 Colonel By Drive, Ottawa, Ontario K15 586, Canada

ARTICLE INFO ABSTRACT

Article history: The predominant metaphor for secure computing today is modeled on ever higher, ever better layers of walls.
Received 13 July 2015 This article explains why that approach is as outmoded for cyber security today as it became for physical securi
Received in revised form 27 January 2016 centuries ago. Three forces are undermining the Castle Model as a practical security solution. First,

Accepted 29 January 2016

themselves tear down their walls and make their gateways more porous because it pays off in terms of better
agility and responsiveness - they can do more, faster and better. Second, technological developments increasing-
ly destroy walls from the outside as computation becomes cheaper for attackers, and the implementation of

Available online 17 February 2016

c;m:fsénse cyberwalls and gateways becomes more complex, and so contains more vulnerabilities to be exploited by the
Security clever and unscrupulous. Third, changes in the way humans and technology interact, exemplified (but not limit-
Boundaries ed to) the Millennial generation, blur and dissolve the concepts of inside and outside, so that distinctions become
Organizational boundaries invisible, or even unwanted, and boundaries become annoyances to be circumvented. A new approach to cyber
Millennials security is needed: Organizations and individuals need to get used to operating in compromised environments.
Generational differences The article's conclusion hints at more nuanced forms of on in envi that must b dtobe

Compromised environments potentially compromised.

Crown Copyright © 2016 Published by Elsevier Inc. All rights reserved.
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Key question:
Come organizzare la cyber security all’interno
dell’azienda?

No:
One best way
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Cybersecurity e possibili soluzioni strutturali

Centralizzata Decentralizzata
Vertice Vertice
gl
1 . - .
Sy Deiseclnty Cybersecurity Cybersecurity, Cybersecurity:

Outsourcing Struttura bilanciata

Azienda Azienda ext @
=

Partnership strategica
. C di
sz b

Azienda X
Core Competences

Azienda Cybersecurity
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Cyber security e possibili soluzioni strutturali

Funzionale/Concentrata/Centralizzata

Centro
Cyber security

Esperti “concentrati” in un’unica unita, sotto un unico responsabile

@A‘ Vantaggi: specializzazione, esperienza, accuratezza

®w‘ Svantaggi: difficolta a sviluppare cultura della cybersecurity
Cyber security: sfide e risposte organizzative __ i4giugnozozom|
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Struttura decentralizzata

Vertice
Strategico

Unita 1
(funzione/divisio

Cyber security Cyber security Cyber security

Team di esperti incastonati nelle principali unita organizzative

@n\ Vantaggi: “personalizzazione” modelli/soluzioni, sviluppo cultura

®  Svantaggi: mancanza specializzazione, difficolta di visione di
=1 problemi trasversali, scarsa condivisione soluzioni innovative

Cyber security: sfide e risposte organizzative _______14giugnozodom|
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Struttura bilanciata

Ul g

=

Centro di
eccellenza
Cyber- .

security

Squadra mobile di esperti e formatori

Compresenza di competenze periferiche

Possibile assegnazione temporanea (a progetto)
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N VU [l |
Esternalizzazione Partnership strategica

Outsourcing
n; | /
[T ]
Azienda X
Azienda Core Competences
esterna /
Azienda D

Necessita se 3 difficolta a reclutare Cyber
le competenze security

| -

Servizio
Cyber security

Azienda

Principali Vantaggi: variabilita
del costo, rapidita, flessibilita

Scelta comune per PMI
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Integrazione soluzioni interne ed esterne

Posteitaliane

GCSEC PROMUOVE IL MANIFESTO ITALIANO DI
COORDINATED VULNERABILITY DISCLOSURE

Strutture interne ;

*DISTRETTO CYBER SECURITY (DCS):
« COMPUTER EMERGENCY RESPONCE TEAM (CERT)

Partnership Strategiche
—
* NEW YORK ELECTRONIC CRIMES TASK FORCE
o US Secret Service

* GLOBAL CYBER SECURITY CENTER (GCSEC)
- mission: mettere a punto strategie per rendere piu sicura la rete
attraverso la difesa attiva attraverso la cooperazione internazionale in
materia di sicurezza informatica.

o Alleanze con
* Microsoft
o Enel

o Visa/ Master Card :_
« University of Maribor ( Furopean Electronid
Crime Task Force

e Ministry of Education, Montenegro

Cyber security: sfide e risposte organizzative

oot FeseTCONE

Partnership tra pubblico e privato per la cyber security

Alcune relazioni significative tra organizzazioni pubbliche e private statunitensi

KEY INSTITUTIONS IN THE CYBERSECURITY PPP LANDSCAPE

Jjcsp
DIB Cyber Pilot
De3 DCISE
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1960: trasformazione di  Dayton e WYt iscount store
Company in Target Corporation

and Supermarket

TARGET

1988 Target Corporation: prima ad investire nella
nuova tecnologia di Packaging con codici a barre
UPC

1 23456 78910 4}
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* N°dinegozi: 1802, di cui 1535 di proprieta e 40 centri di distribuzione su
suolo americano, operando in pit di 50 Stati

» N°dipendenti: 323.000

» Ranking Fortune 500 : 28° =39
» Fatturato vendite: -5.8%

> Profitti:-19.6%

Sales Net Earnings
In Milions In Millions.

2016 Growth: -5.8% 2016 Growth: -19.6% Fonte : Annual Report 2016 Target Corp.
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150.00% —
130.00% -
110.00%
90.00%
70.00%
50.00%
30.00%
10.00%
-10.00%

-30.00% -

Exhibit3 Target Corporation’s Stock Performance vs. S&P 500 (May 5, 2009-May 5, 2014)

* Prot. FedericOIE

-50.00% T T T T T T T
~

&S
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Exhibit4 A Timeline of the Target Data Breach

Target Timeline

Prima del Boom & Dopo il Boom

Symantac software identifies DOJ notifies Target million credit and debit card
malicious activity records stolen after story

Vendute a 100$

Target publicly announces 40

broken on 12/18

| US Dept fof Justice
Target certified as First FirzEye More FireEye Target confirms a
PCI-0SS compliant dlerts triggered zlerts triggerad further 70 million
Target confirms breach data records stolen

- removes mest malware

(9/2013) (11/30) (12/2)
(11/12) (11/15-28)

(12/12)

(12/19)  (1/10/14)
(12/15)

Attackers first
hreach Target
network
. P05 malware fully
Attackers steal Fazlo installed -
credentials !
Attackers install upgraded
Attackers test malware versions of exfiltration malware
on Target POS - begin exfiltrating data

Attackers install data
exfiltration malware

Attacker Timeline

Attackers lose foothald
inTarget network

15
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Outsourcing

® TARGET

We are

ONE TEAM

= Team FireEye
00 1t Right
e Curlovs:

Flxate on Challenges:

Principali soluzioni strutturali adottate da Target prima
del data breach

Servizio Cybersecurity

OuR
VALUES

prof. Federco NEEN

ot
Bo Respectiul:

Execute:
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Figh- QU wiuls ~ toce b
e 1 thes Woek. Wo.

a) FireEye, Inc.
Azienda ext | Security Specialists
Bangalore, India
Q) FIrReseYe
___ l4qiugnoodom|
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TS FRS
TIP
VAMT

RRC

Intake
team
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Struttura interna centralizzata 1

prof. FederEoNEEN]

a) TIP: Target Information Protection

» Report to the President of Target Financial and
Retail Services

Tasks:

(1) establish and implement information security
policies and standards;

(2) work with third-party to manage compliance
with external standards;

(3) manage response to non-routine network
security incidents;

(4) prioritize information-security related
investments.

VAMT: Vendor Assesment and Management Team
Assess vendors risk (300 each year)

RRC: Risk Review Commitee: information on risk
mitigation

Intake Team: for direct security-related questions

16
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Struttura interna centralizzata 2
— a) TIP: Target Technology Service
— » Led by a Chief Information Officer that Report
TIP s directly to the CEO. Employed 9000 people.
Tasks: Plan, build, and run the computer system,
the corporate network, data centers, website;
Cybersecu
rity Team  Includes
Cybersecurity team
soc SOC: Monitor the network for anomalous activity -
24hs alert management (revealed 200 alerts per
day during the breach but did not escalated)
Red team
Red Team: hackers that conducted network
security tests
Cyber security: sfide e risposte organizzative __14giugnorzonom|
Exhibit4 A Timeline of the Target Data Breach Vendute a 100¢
Prima del Boom Dopo il Boom
Target publicly announces 40
Symantac software identifies DOJ notifies Target million credit and deSgiig
malicious activity records stolen after story
= broken on 12/18
| ] tjof Justice
Target certified as First FirzEye More FireEye Target confirms a
PCI-0SS compliant a) dlerts triggered zlerts triggerad further 70 million
| Target confirms breach data records stolen
- removes most malware
b)
Target Timeline
(12/12) (12/19)  [1/10/14)
(9/2013) (12/2) (12/15)
(11/12) (11/15-28)
! Attacker Timeline
Attackers first
breach Target
network
! POS malware fully Att_ackers lose foothald
. inTarget network
Attackers steal Fazio installed -
predentily | p—— a) Info di Intrusione malware
ackers instsll upgrade A . .
Attackers test malware versions of exfiltration malware 'Sta”at_a € non att_lvata' al
on Target P03 - begin exfiltrating data Security Team interno che non
ha risposto
Attackers install data
exfitration malware b) Info estrazione dati: idem
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Motivazione: Protection Motivation Theory

Programmi SETA (Security Education, Training, and Awareness)

Valutazione delle minacce /7

‘ Premi Vulnerabilita Gravita delle

disadattivi || alle minacce minacce
i

Motivazione alla /ﬁisposte
Protezione adattive

Efficacia
Auto- Costidi
della L )
) efficacia risposta
risposta

Valutazione del coping

Cyber security: sfide e risposte orgaNTZZae sl
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Ao [ Routedge

Jburnal of Management Information Systems

ISN: 0742-1222 (Print) 1557-928X (Online) burnal hom epage: https:/www.tandfonline.com/loi/mmis20 = - i

The Impact of Organizational Commitment on =l =
Insiders’ Motivation to Protect Organizational =
Information Assets

Clay Posey, Tom L. Roberts & Paul Benjamin Lowry compul era & aeeur il y 5% (2015) D5e 28

Available online at www sdencedrect com

. . Computer:
ScienceDirect ';
Security
T IER journal homepage: www elsevier.com/locate/cose

+ Inform ation security conscious care behaviour @ -
form ation in organizations

Nader Sohrabi Safa **, Mehdi Sookhak *', Rossouw Von Solms "2,
Steven Furndl **, Norjihan Abdul Ghani ™*, Tutut Herawan ™°

o Scn Scerme: Facully N Technala. Uriversily of Makaya,
50603 Kusla Lumpur, Mataysia

" Gendre for Research in Informalion and Cyber Seourily_ Nelon Mandeia Metropoifan Uriversily,

Puri Elizabeth, Sauh Akica

© Centre for Sxurily. Communicaiors and Netw ok Research_ Fiymouth Universily. Uriled Kingdom

Cyber security: sfide e risposte organizzative __  i4qgiugnorzodom|

\CrRER prot. Fedrico NIEGAH

Possibile scala di condivisione del valore della cyber security
Trainante
Compellin
Impegnato °( P 9)
(Committed)
Conformista o
Formale o genuino + Cyber security
(Comp//‘my
Riluttante ‘
&)
Indifferente
Cyber security: sfide e risposte organizzative _____ i4giugnorzoiom|
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Cultura organizzativa e Knowledge management:

Model for Information Security Shared Espoused
Values

Conscious competence learning model/

Competenza incosciente (intuitiva)

i)

Competenza Cosciente (razionale)

)

Incompetenza conscia

i)

Inconsapevolezza della propria incompetenza

Cyber security: sfide e risposte organizzative
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+ Model of knowledge creation (processi continui di
conversion e creazione della conoscenza)

SECI Model of Knowledge Dimensions
o o (Ikujiro Nonaka) A
Tacit Tacit
Knowledge Knowledge
| Sodallztion | Externaliation 1 Conoscenza implicita  Conoscenza esplicita
s = f— T
- R i . Vil i - . : i
gt LU N ER Socializzazione Esternalizzazione
ey 3
Condscenza o i
s G)I licita Condivisione esperienze | Associazione, articolazione
: . ¥ ny icl " (osservazione, imitazione, (o creazione) e
LR \ ok } ;‘; pratica) comunicazione dei
LAY, E|F Legs concetti
| Internalization Combination L"ij_: Es. Mentoring Es. DiangO, BlOg
Explicit Explicit o -
Kaouledge Knowledge DA | Interiorizzazione e Standardizzazione,
ricontestualizzazione del | condivisione e
sapere distribuzione

Conoscenza | Es. Miglioramento
esplicita Problem Solving
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MISSTEV Model

Prof. Federico _

Learning
by doing

Programmi di Formazione
(per ruoli e responsabilita specifiche)

Programmi di

Sensibilizzazione

Stesura

Politiche ufficiali di cyber security

Cyber security: sfide e risposte organizzative

Organizational
cyber security

\CrRER

Cultivating an organizational
information security culture

Kerry-Lynn Thomson, Rossouw von Solms and Lynette Louw
Centre for Information Security Studies,
Nelson Mandela Metropolitan University, South Africa

An information security solution should be a fundamental compo-

nent in any organization. One of the major difficulties in achieving
the assimilation of information into an organization is the actions

and behaviour of employees. To ensure the integration of informa-
tion security into the corporate culture of an organization, the pro-
tection of information should be part of the daily activities and sec-
ond-nature behaviour of the employees.

Cyber security: sfide e risposte organizzative

Prof. Federico _

security infrastructure (Henry, 2004,
p 664). The understanding of employ-
ces, with regard to information securi-
ty, and the resulting behaviour and
actions should become second-nature
to employees and part of their daily
activities. For that reason, information
security practices should become

part of the corporate culture of an
organization.

Corporate culture not only places
constraints upon the activities and
behaviour of employees, it also pre-
scribes what the organization and its
employees must do. Consequently, the
corporate culture guides the activities
of the organization and its employees

14 giugno 20T0M|
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Tipologie di cultura organizzativa necessarie per la cyber
security

0

Cultura di
squadra

Cultura
del

v cambiamento

SECURITY NOTICE o
Cultura g etgﬁa
RESTRICTED AREA || ol lefo] [ obiettivi
KEEP OUT
Cyber security: sfide e risposte organizzative
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Visione d'insieme
Sfide e risposte organizzative alla cyber security

Strategia

Scelte strutturali
interne
Leadership
Partnership /
alleanze
Consapevolezza
Motivazi Cultura
otivazione organizzativa
Gestione della
conoscenza
Cyber security: sfide e risposte organizzative
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