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Applying security from
requirements to operations:

The Secure Software Development Life Cycle

C.Calisti



IE'S $ whoami — Calisto Calisti
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Current Position:
CIO,CISO and Cyber Security Lab Manager in IDS Ingegneria dei Sistemi S.p.A.

Experiences:
Network and Information Technology
SW Engineering
Information Security
Security Operations
Secure Applications and Life Cycle
Cryptography and Secure Mail - PEC e i —

Where to find me:
c.calisti@idscorporation.com
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ID§ IDS Ingegneria dei Sistemi

INGEGNERIA DEI SISTEMI

IDS is an independent engineering and
systems technologies company providing
research, innovation and products in
Electromagnetic Engineering, Satellite
Communications, Aeronautical and
Radar fields for both civil and defense
applications.

IDS consists of a set of laboratories and 4 divisions:

» Electromagnetic Engineering Division
« SatCom Division | |
« Aeronautical and Unmanned Systems Division Pisa Head Quarter
« Radar Division
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ID'S Concerns and Questions on Software Products

INGEGNERIA DEI SISTEMI

Past Decades:

Does the software what it is supposed to do ?

New Question:

Does the software refrain from doing what it
IS not supposed to do ?

02/11/2020 Public © IDS Ingegneria Dei Sistemi 4



ID§ Application Security
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From wikipedia:

“Application security encompasses measures taken to improve the
security of an application often by finding, fixing and preventing security
vulnerabilities. Different techniques are used to surface such security
vulnerabilities at different stages of an applications lifecycle such as
design, development, deployment, upgrade, maintenance.”

02/11/2020 Public © IDS Ingegneria Dei Sistemi 5



Y A
INGEGNERIA DEI SISTEMI

Target Applications At Risk
92% of reported vulnerabilities
are in applications not in networks

O41%

| 1%
o 15% m3% oo 02%

Source: NIST

Why bother with security in sw development?

Matter of statistics

@ Server Applications

B Network Protocol Stack
0O Other

0O Communication Protocol
W Hardware

O Operating System

W Non Server Applications

Micro Focus' analysis of Fortify on Demand data showed

that 94% of the over 11,000 apps tested had
vulnerabilities in their security features.

02/11/2020
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Attack Vector

Layered Approch to IT Security

Application

Internal Network

Perimeter

Physical

Policies Procedure Awareness




IE'S And other vital needs
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« Customer security requests on SW, expecially for specific type of
customers

« Compliance on regulation and legislation where needed (regulated
environment and critical infrastructures). Fees, penalties or worst...
in case of not compliance. (GDPR, PCI DSS, PA DSS, etc)

 Needs to build a trusted chain and to demostrate a structured
approach to secure SW development

* Include security to generate value for the business raising the
competitiveness of the products. T

02/11/2020 i il i
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Application Security - market analisys and forecast

HISTORICAL DATA FOR REGULATORY LANE CAPE INDLS TRY TRENDS
THE APPLICATION
SECURITY MARKET TOPTEZHNOLOGY TRENDS COMPETITIVE LANDS GAPE
4‘“/' VENDOR PORTFOLIOANALYSIS VENDOR BUSINESS STRATEGT ANALYS IS
MARKET DRIVERS: AR KET RESTRAINTS:
* Meedto protect enterprise applications + Lack of awareness ahout ybersecurity
and data

- Gevernment regulations
= Increasing sophistication level of cyber-

MARKET CHALLENGES
= High deployment costs and need to quickhy
deploy applic stions to endusers

altacks
INFLUENCING = Inereasing deplgment of third-party
applications
FACTORS
(Maﬂsel Trends and MAR KET DPPORTUMITIES:
z = Increasing smartphone adoption ahd
AR evnlution of [0T
= Rapid digitalization in emerging
eranomies
L]

2017-2022

02/11/2020

* AGREEMENTS, COLLABORATIONS, AND PARTNERS HIPS:
More than 17 deals in the past 5 wears

= NBAY PRODUCT LAUNCHES: More than 10 new produst
launches inthe past 3 wears

GEOGRAPHIC AMALYSIS

MARKETSIZE AND
HISTORICAL DATA OF THE FORECAST:

MARKET " BySolution Artive atthe Market Si
= B Sewice and CAGR for
* ByTesting Type the Application Security
= ByDeploment Mode Market

IMPACT AMALYS 5 OF
MARKET TREWDS = By Organization $ize
= B Industry Wertical

2.8

2017-e 2018 2019

2020 2022-p

mNorth America ®Europe  ® Asla Pacific MEA  ® Latin America

Source: Investor Presentation, Secondary Literature, Expert Interviews, and MarketsandMarkets

Analysis

INCREMENTAL
The market will be ACCELERATING SROWTH >

growing at a CAGR of close to 26% S 7. 14 bn

The market is MODERATELY FRAGMENTED m 34%

with few players occupying the market share

of the market
vare will come
from NORTH

lﬂmma ﬁmmﬁ G » AMERICA

Public © IDS Ingegneria Dei Sistemi

ar growth rate
t

L 24.16%

One of the KEY DRIVERS for this
market will be the INCREASE IN
DEMAND FOR CLOUD-BASED
APPLICATION SECURITY
SOLUTIONS



IE'S ,with some «little» problems
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Software development is perceived as being easy

Insufficient budget dedicated to security

Security is hard to measure and its benefits hard to explain to management
Security is taken in consideration only when a breach happens

Time to market and development agility is considered a priority over security (and
quality)

Security is not part of the development process = Insecurity by design

Inadequate knowledge of secure design and coding practices (Lack of training)

02/11/2020 Public © IDS Ingegneria Dei Sistemi 9



ID§ and with different postures on sw security
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Security Professionals Managers
Security is: Security is:
* Protection * Cost
. Safety * An undesidered requirement
« Confidentialy, Integrity, Availability » Difficult to evaulate
e Trust * Impossible
Developers Users
Security is: Security is:
* Not my concern « Obstacle

* More work * Unreasonble rules

+ Difficult to implement * Problem on usability

* Others judging my SW » Does not impact me

02/11/2020 Public © IDS Ingegneria Dei Sistemi 10



ID§ Integrating everything in Quality Process
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Privac Security

Quality

Reliability

02/11/2020 Public © IDS Ingegneria Dei Sistemi 11



ID§ Crossroad in our product Roadmap
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Focus on Market and
later patches
(perhaps)

Security from the
beginning

» Better time to market * Better secur_iy _
«  Problems with vulnerabilities * Problems with Time to Market

« Costto manage + Cost to implement
Choice based on.

Product Value and Budget
Product competitiveness
Trusted Supply Chain
Legislation and Regulations
Customer Type and Expectation

02/11/2020 Public © IDS Ingegneria Dei Sistemi 12



ID§ ”FTA{IVKREﬁ System/Software Development Life Cycle

ggemasm&q@&\s

VALIDATION
AND VERIFICATION

Requirement Operations

Deploy

Analysis Maintenance

Product SW _ Customer
e Architect Developer V&v Operations Care

W Q

02/11/2020 Public © IDS Ingegneria Dei Sistemi 13




IDS SDL - Secure Development Life Cycle
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«The Secure Development Life Cycle is a
software development process that helps
developers build more secure software and
address security compliance requirements while
reducing cost»

02/11/2020 Public © IDS Ingegneria Dei Sistemi 14
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Percentage
of Bugs

B5%

$25

5250

X

The importance to be proactive in SDL

$16,000

— % Defects
introduced in
this phase

% Defects
found in
this phase

% Cost to
repair defect
in this phase

Coding

02/11/2020

Unit
Test

Function
Test

System
Test

After
Release

) ) InterConnect2015  ® g
When to Fix Security Issues -
L]

Cost to Fix a Vulnerability
Depends on When it is Found
$4,500.00

$3,500.00
$3,000.00
$2,500.00
$2,000.00
$1,500.00
$1,000.00

$500.00

s H12808

Cading Testing Bata Release

Fixing an issue in development is 30x cheaper than when it's
in production!

Public © IDS Ingegneria Dei Sistemi 15



1IDS The importance to be proactive in SDL
¥ |
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Software Development Lifecycle
Where Faults are Introduced

%* 70% %* 20% %* 10%

5Lt T ons Systam Software Compenunt  Codw Syxtan Accuptuncs  Opurwtion
Enginoorin g Design Architactural ~Soltware Oevologmant Tout Test
Desgn Dasgn

Where Faults are Found .
* * * * * '
3.5% 16% 50.5% 9% 20.5%

Nominal Cost Per Fault
for Fault Removal

- = = SLEDRE]R2R]|RD],
s S2D2RDD2]T]T]
%‘n“ﬂ‘%ﬂ&ﬂ

Sources: Critical Code; NIST, NASA, INCOSE, and Aircraft Industry Studies
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IE‘S A quick SDL Goals recap...

INGEGNERIA DEI SISTEMI M ai n .

Minimize security-related vulnerabilities in the design, code, and documentation
and to detect and eliminate vulnerabilities as early as possible in the
development life cycle

Plus:
/" Decrease: Increase: N\
* Risks « Technical Competence
« Cost * Privacy
« Number and severity of - Security
vulnerabilities e Customer Trust

\ « Advantage on Marketplace /

02/11/2020 Public © IDS Ingegneria Dei Sistemi 17



1IDS Security in SW Dev Life Cycle
Y AN
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Deployment

Use Threat Modeling Apply Dynamic Pentest and Bug
& Design Review Analysis Bounties

SHIFT LEFT <€

Linear on a waterfall model or wrapped around a spiral or agile.

02/11/2020 Public © IDS Ingegneria Dei Sistemi 18
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SDLC Domains

SDL Practices

Apply to:

Requirements

Establish Security
Requirements

Establish Design
Requirements

Core Security
Training

Create Quality
Gates / Bug Bars

Analyze Attack
Surface

Security & Privacy Threat
Risk Assessment Modeling

Implementation ) Verification

Use Approved Dynamic

Tools Analysis

Deprecate Unsafe Fuzz
Functions Testing

Static Attack Surface
Analysis Review

° Any software used or deployed within an organization (business, government, no profit agency etc)
® Any software release that stores, processes, or communicates PII or PHI
® Any software that regularly connects to the Internet or other networks or untrusted sources

02/11/2020

.... Other Microsoft specific (Activex, Com obj....etc(i)

Public © IDS Ingegneria Dei Sistemi

]

J Microsoft SDL

Incident
Response Plan

Final Security
Review

Release
Archive

SD3+C
PD3+C

19
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A prerequisite for implementing the SDL.

® Familiarization and general concepts for building better software to all the

stakeholders
Secure design,

Threat modeling,

® Specialized Session for the specific phases Secure coding,
Security testing,
° o ] Hardening techniques,
Tralnlng Plannlng and.... and best practices surrounding privacy.
CONTINUOQUS
-~ LEARNING

02/11/2020 Public © IDS Ingegneria Dei Sistemi
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INGEGNERIA DEI SISTEMI

N

“Without software requirements, software will fail and without
secure software requirements, organizations will.”

Sources:

" Internal:
®* Company policies, standards, guidelines and practices.
* Specific product requirements required by business

® External:

®* Regulation and compliance
® Customer requirements

02/11/2020 Public © IDS Ingegneria Dei Sistemi
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Types of security requirements:

Confidentiality Integrity Availability
Core . 2 .
Authentication Authorization Accountability
\ / ‘\ 7 \ ‘\ v
\ Configuration
General Session Management E"h::{‘ E": emw:t"s Parameters
§ L | g | Management
. Deployment
Operational kil Archiving Anti-piracy
Other Sequencing & Timing International Procurement
\ / - 7 \ ¥ € 7/

02/11/2020 Public © IDS Ingegneria Dei Sistemi 22
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Protection Need Elicitation

(PNE) Techniques

Surveys and Questionaries

Policy Decomposition

02/11/2020 Public © IDS Ingegneria Dei Sistemi
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02/11/2020

Use and Misuse Cases

Create
Account
Identity
A Bruteforce
» Password

Customer Hacker

Steal Credit
Card Info.

Public © IDS Ingegneria Dei Sistemi 24
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2 ;: N

It iIs not possible to design and build a
secure web application until you know your
threats = Threat modeling

After you know your threats, design with
security in mind by applying timeworn and
proven security principles

02/11/2020 Public © IDS Ingegneria Dei Sistemi
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Threat Modeling — The Four Step Model

IDS ey

INGEGNERIA DEI SISTEMI

Model - Diagrams, UML, DFD,
System B What are you building ? - Use and Misuse Cases
PR S Brainstorming,checklist,
Find attack library (OWASP
Threats B What can go wrong ? —> otc). attack trees,
- STRIDE, etc.....
Y
Address Redesign to eliminate,
Threats B What should you do about ? mmms)  Apply standard
mitigations, Accept
¥ vulnerability in design, ...
Validate B Did you do a decent job ? - Model, threats and
mitigation reviews

02/11/2020 Public © IDS Ingegneria Dei Sistemi 26
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. L . &
Risk assessment and Prioritization B s Dot Tt
S S

Simple way

nnnnn

Or..

DREAD
methodology is used to rate, compare and prioritize the severity of risk presented by
each threat that is classified using STRIDE.

DREAD Risk = (Damage + Reproduciblity + Exploitability + Affected Users + Discoverability) / 5.

DREAD can be customized to fullfill the needs of the application

02/11/2020 Public © IDS Ingegneria Dei Sistemi 27
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02/11/2020

2 ;; N

Least Privilege
*Fail-Safe Defaults

Security *Economy of Mechanism

Guiding *Complete Mediation

Principles *Open Design
*Least Common Mechanism
*Psychological Acceptability
*Defense in Depth

Public © IDS Ingegneria Dei Sistemi
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Secure Coding

Guide and checklist remind programmers of typical mistakes to be avoided. (i.e. storing
password in clear). Enforcing secure coding principles eliminates many trivial vulnerabilities and
frees up time for other tasks. CWE, CVE etc.

[passinzsnareae]
Tue CERT
ORACLE SECURE
CODING STANDARD
FOR JAVA

Approved Tools and Configuration Management
Compilers, IDE, Libraries, Versioning System etc

Static Scanning

Static application scanner tool (SAST) review new code and find potential weakness without run
the application. Continuos use of SAST uncovers mistakes before they appears in application
builds.

Code Review/Peer Review

Automated scanning savea a lot of manul effort but manual review is still a must in building
secure software. Code reviews are team base activities where dev team member inspeat the
code,

02/11/2020 Public © IDS Ingegneria Dei Sistemi 29
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:\feriﬁcation >: Deployment i

Secure Coding Words to Live By

Authentication
Enforce basic password security
Implement an account lockout for failed logins
“Forgot my password” functionality can be a problem
For web applications, use and enforce POST method

Data Validation
Validate data before use in SQL Commands
Validate data before sending back to the client
Validate data before use in ‘eval’ or system commands
Validate all data lengths before writing to buffers

Authorization
Every function (page) must verify authorization to access
Every function (page) must verify the access context
Any client/server app must verify security on the server

Session Management
Enforce a reasonable session lifespan
Leverage existing session management solutions
Force a change of session ID after a successful login

Error Handling .
L
Don’t disclose information that should remain private 0gging

R ber to ¢l letely i diti Avoid logging sensitive data (e.g., passwords)
emember to cleanup completely in an error condition Beware of logging tainted data to the logs

Beware of logging excessive data

. B f ial | fi
Encryption eware of potential log spoofing

If storing passwords — hash with a salt value
If you're using authentication — encrypt in transmission
Properly seed random number generators

02/11/2020 Public © IDS Ingegneria Dei Sistemi 30
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Which is the most secure Programming Language?

There is NO one.

We should instead focus on how to implement the
most secure code with the language you think is the
best for your application

Tsaela Pinto

02/11/2020 Public © IDS Ingegneria Dei Sistemi
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' WHAT ARE THE
MOST SECURE

PROGRAMMING
LANGUAGES

31
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“The designers and the specifications might outline a secure design, the
developers might be diligent and write secure code, but it's the testing process
that determines whether the product is secure in the real world.”

)

Type of testing:

O White Box
B Black Box
O Gray Box

02/11/2020 Public © IDS Ingegneria Dei Sistemi 32
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Threat model and Attack Surface Review
Check that the model and the attack surface are still valid after the implementation

Security Test Procedures
Standard test methods for the security requirements that can be demostrated trough procedures

Dynamic scanning
Dynamic application scanner tool (DAST) expose vulnerabilities by simulating hacker at runtime

Fuzzing
Fuzzing testing involves generatingh random inputs based on custom pattersn and verifying if
the applcation can handle such input proprerly, keep to work as design or fail safely.

Penetration Testing
Internal os external team (better) of security professional that simulate possible attacks.

)

Public © IDS Ingegneria Dei Sistemi &3
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Embed the product that meets the requirements in the target environment

= Hardening

= Configuration Management

» Release and Patch Management
* |ncident Response Plan

02/11/2020 Public © IDS Ingegneria Dei Sistemi
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Rapresent 90% of the entire life cycle of a product

Goals:
@ Assurance on product effectiveness
@ Product support for the user

Our interest: Security Operations

* Monitor and control

e Customer Support

* Incident Management
« Patch Management

« Comunication

Public © IDS Ingegneria Dei Sistemi
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...... Not only our SW but also third party components

Third-Party Vendors a Weak Link in Security Chain
Yes to Testing, No to Trust

Today, the vast majority of software projects are built using third-party
components (both commercial and open source).

Risk management

Inventory of dependance
Security Analysy

Plan to respond to vulnerabilities

02/11/2020 Public © IDS Ingegneria Dei Sistemi 36
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Maturity Models measure security approach in SDLC in your firm and
aid in a stepwise implementation

¢ Measuring existing software security practices

Wi

¢ Plan and implement a software security program

¢ Demonstrating improvements

Building Security In Maturity Mode (BSIMM v 11)
Software Assurance Maturity Model (SAMM 2.0).

02/11/2020 Public © IDS Ingegneria Dei Sistemi 37
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Financial

Independent software vendor
Technology

Cloud

Internet of Things

Healthcare
Insurance
Retail
CONFIGURATION STRATEGY
MANAGEMENT & &METRICS
VULNERABILITY 5 COMPLIANCE
MANAGEMENTA &PoLICY

SOFTWARE TRAINING
ENVIRONMENT o
PENETRATION ATTACK
TESTING © MODELS
SECURITY SECURITY FEATURES
TESTING & DESIGN
CODE STANDARDS &
REVIEW Pt REQUIREMENTS
ANALYSIS

G 1  ALLFIRMS (130}

— R — EXAMPLEFIRM

02/11/2020

BSIMM (])

Covernance

@

Intelligence

SSDL Touchpoints

Deployment

® © @

1. Strategy & Metrics (SM)
2. Compliance & Policy (CP)

3. Training (T)

4. Attack Models (AM)
5. Security Features & Design (SFD)
6. Standards & Requirements (SR)

7. Architecture Analysis (AA)
8. Code Review (CR)
9. Security Testing (ST)

10. Penetration Testing (PT)
11. Software Environment (SE)
12. Configuration Management & Vulnerability Management (CMVM)

Public © IDS Ingegneria Dei Sistemi

Maturity Models
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PEN The Open Web Application Security Project
WOV YSAMM OWASP
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Phase |
Phase 2
Phase 3
Phase 4

Strategy &
Metrics

SAMM Overview ey
Software Compliance
Development
Education &

Guidance

Business Functions

. A Threat
m Governance Construction Verification Operations Asessent

Security
Requirements

Security Practices
Strategy & Education & Security Design Security Environment Neace
Metrics Guidance Requirements Review Testing Hardening e
Policy & Threat Secure Implementation Issue Operational et
Compliance Assessment Architecture Review Management Enablement .
Testing

ikl

Management

m Implicit starting point representing the activities in the Practice being unfulfilled
Environment
Hardening ﬁ

n Initial understanding and ad hoc provision of Security Practice

Operational
Enablement

|

Increase efficiency and/or effectiveness of the Security Practice

B Comprehensive mastery of the Security Practice at scale
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Layered Approch to IT Security

Do not Try SDL if you don’t have SDLC

Sponsorship and developer commitment

Application

If you are not doing full-stack you are not doing
security

Internal Network

BIG BANG implementation is NOT a good idea Perimeter

Physical

No Secure Code Silver Bullet

Policies Procedure Awareness

Using a Maturity Model is not a bad idea at all
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Where to find me:

c.calisti@idscorporation.com

Public © IDS Ingegneria Dei Sistemi

And finally...
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